
 
WELCOME 

 





               

Criminal activities carried out by means of  

computers or the Internet/ or any other digital 

media 



Cyber law or internet law 

 is a term that deals with 

the legal issues related to 

the use of  cyber space. 



OBJECTIVES OF IT ACT 

 Legal recognition of electronic documents 

 Legal recognition of digital signatures 

 Offences and contraventions 

 Justice dispensation systems for cyber crimes 

 



 
IT AMENDMENT ACT 2008 

 

IT (Amendment) Act was passed in December 2008. ITAA 
2008 provides additional focus on information security. 



OFFENCES AND PENALITIES 
 

               Section 65 to 74 describes for offences and 

prescribes penalties for the offences.  



Section 65 
 

Tampering with Computer Source Code (conceals, 

destroys,alters) 

Imprisonment upto 
3years  

Or 
 fine upto Rs. 2 lakhs 



Section 66 

Computer Related Offences 
 • Computer Related Offences downloads, 

copies or extracts any data, computer data 

base or information from such computer, 

computer system. 

 

• Imprisonment upto 3 years or fine upto Rs. 

5 lakhs 

 





Section 66-A 
Sending offensive messages through electronic means 

 

Imprisonment 
upto 3 years and 

fine 



 
Section 66-B 

Dishonestly receiving stolen computer 

resources or communication device. 

Imprisonment upto 3 years and/or 
fine upto Rs. 1 lakhs 



Section 66-C 
Identity Theft 

 

Imprisonment up to 3 
years and/or fine up to 

Rs. 1 lakhs 



Section 66-E 

Violation of Privacy 
 

 Imprisonment up to 
3 years or fine up to 

Rs. 2 lakhs 



Section 66-F 
Cyber Terrorism 

 

Imprisonment extend 
to imprisonment for 

Life 



Section 67 

Publishing or Transmitting obscene material 

in electronic form 

 

On subsequent Conviction Imprisonment upto 5 years or fine upto 
Rs. 10 lakhs 
 

On first Conviction 
Imprisonment upto 3 

years or fine upto Rs. 5  



Section 71 
Misrepresentation to the Controller 

to the Certifying Authority 
 

Imprisonment 
upto 2 years  

or  
fine upto Rs. 1 

lakhs 



Section 72 
Breach of Confidentiality and privacy 

 
• Imprisonment upto 2 years 

or fine upto Rs. 1 lakhs 

 



Section 72-A 
Disclosure of information in breach of 

lawful contract 
 

Imprisonment upto 3 years 
 or 

 fine upto Rs. 5 lakhs 



Section 74 
Publication of fraudulent purposes 

 

Imprisonment 
upto 2 years  

Or 
 fine upto Rs. 1 

lakhs 



Authority  

• Section 78 provides for power to investigate the 
offences under the Act by a police officer not 
below the rank of Deputy Superintendent of 
Police. 



Cyber cell Kochi City 

 

Phone: 0484 4019664 

 

Mob: 9497976004  

 

Email: cbrcelekm.pol@kerala.gov.in 




